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HocmimpkeHo cxemMy  KiOepcTiikoi  MapuipyTu3aiii y  KOMYHIKaI[IHHIM
1H(GPACTPYKTYpl KPUTUYHO BaXJIMBUX Mepek. OCHOBHA 1/ied Mojsirajia B TO€THAHHI
MapIipyTH3aiii KOMIIO3UTHUMH Ta TMPOCTHMH MIISXaMH Ta MIXOAY PO3IIJICHHS
cekpery. OTXe, HaBITh SKIO 3JIOBMHCHHUK 3KOMIIPOMETYE JAESIKI KaHAIU 3B’SI3Ky Ta
MapuIpyTd, BIH HE 3MOXE€ BIJHOBUTH BHXIJHI JaHIl, SKIIO KUJIbKICTh YaCTHH
NOBIJOMJICHHSI y IUX MapupyTtax Oyne MEHIIO 3a BU3HaueHuid mopir. B mpomeci
MOJICJIIOBAHHS Ta PO3B’SA3aHHS ONTHUMI3AIIHHOT 3a/1a4l HEJIHIMHOTO MpPOrpaMyBaHHS
IPOJAEMOHCTPOBAHO €(EKTUBHICTh BHUKOpPUCTaHOI cxemu. [lokasaHo, mo cxema
[Tamipa 3 HaAMIpHICTIO 3a0e3neuye Kpaile O0aJaHCyBaHHS YacTUH KOH(D1ICHIIIHOTO
MOBIJJOMJICHHS 32 pO3paXxOBaHUMU MapIIpyTaMH, HIK cxema 0e3 HaJIMIpHOCTI.
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The scheme of cyber-resilient routing in the communication infrastructure of
mission-critical networks is studied. The main idea was to combine routing over
composite and simple paths and the secret-sharing approach. Therefore, even if an
attacker compromises some communication links and routes, he will not recover the
original data if the message parts number in these routes is less than a certain
threshold. In the process of modeling and solving the optimization problem of
nonlinear programming, the efficiency of the used scheme is demonstrated. It is
shown that Shamir's scheme with redundancy provides better balancing of the
confidential message parts on the calculated routes than the scheme without
redundancy.



