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Ha croromguimmiii aeas npwiagy i cuctemu [oT yxke HEomHOPa30BO 3a3HABAIH
aTak, ToMy 3a0€3MeUYCHHS 1X 3aXHUCTY € OJHUM 3 KIIFOUOBUX 3aB/IaHb.

Posrmamaroun ocHoBHI kKoMmoHeHTH [oT MOXHA BUIUIMTH TakKl TEXHOJIOTII:
RFID, NFC ta WSNs. Hait Bpazimsimoro 3 Hux € NFC (3arpo3a npociyxoByBaHHs
Ta aTakd BimMoBH B oOciyroByBaHHI(DO0S)). B RFID-cuctemi BUHUKAIOTH 3arpo3u
JeCUHXpOHI3aIlii, BUTIK 1H(}opmalii Ta moBropeHHs arak. WSNS € BpaznmuBumu 110
PI3HUX BHJIIB aTaK Maie Ha BCIX PIBHSIX CTEKY MPOTOKOJIIB.

J71st 3aXKUCTY BiJl BTpYYaHHS B KOJI POTPaMu Ta MiJAMIHU MOKA3HUKIB TATYMKIB
CJI1J1 BAKOPUCTOBYBATH TEXHOJIOT1I0 OJIOKYEIH. BIIOKYEiH 103BOJUTh BiJICTEKYBATH
BUMIPIOBAHHS JAHUX CEHCOpa Ta 3ano0iranHs AyOII0BAaHHIO IIKIJIMBUMU JAHUMHU, a
TaKOX 3a0e3MeUnTh aBTeHTU(IKAIII0 Ta Oe3NeYHy nepeaady JaHuX.
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Today, the devices and systems of the 10T have already been attacked many
times, so ensuring their protection is one of the key tasks.

Considering the main components of the 10T, the following technologies can be
distinguished: RFID, NFC and WSNs. The most vulnerable of these is NFC (listening
threat and Denial of Service (DoS) attack). The RFID system has threats of
desynchronization, information leakage, and repetition of attacks. WSNs are
vulnerable to various types of attacks at almost all levels of the protocol stack.

Blockchain technology should be used to protect against program code
interference and sensor offenses. Blockchain will allow to monitor sensor data
measurement and avoid harmful data duplication, as well as provide authentication
and secure data transmission.



